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abriele Santini

Architect/Consultant at SQLI

Contributor to PHP_CodeSniffer

= So expect a special focus on this...

Sonar PHP Plugin

= | have to show you!

Ex-mathematician :
= love business modelling
-+ love architectures




Static Analysis 50} o3

= Allyou can say about your program without actually
execute the code

= Therestis also interesting, let's talk about it another time !

= Examples?

= Syntax check, coding style, anti-patterns, metrics,
OO design analysis, ...




Levels of analysis Sé}ﬁ,zoup

= Lexical analysis
= Read sources linearly searching for known patterns

= Convert them to a sequence of tokens
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Levels of analysis SQGROUP

= Lexical analysis
= Read sources linearly searching for known patterns
= Convert them to a sequence of tokens

» Syntactic Analysis
= Parse the tokens to find their logical structure

» Opcode (Bytecode) Generation




Lexical Analysis JS%ROUF

= Tokenizer I QI

T IF

T LNUMBER

<?php
if (1 < 2) {
echo "Hello";

T ECHO

T CONSTANT ENCAPSED STRING

T CLOSE_TAG




Syntactic Analysis _Sqow

= Producesan AST

= Abstract Syntax Tree
- Decompose code in a tree-like form
 Can be executed once a context is given

= Used in compilers




Syntactic Analysis
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Opcodes Generation 50} 5

= Mistery tool... <2php

if (1 < 2) {

echo "Hello";

operands

IS SMALLER
> JMPZ

ECHO
> JMP
>
> RETURN

0
1
2
3
4
5
6
7
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GIVE US THE TOOLS !



PHP CodeSniffer #_,50}6,2056’

» By Greg Sherwood
= PEAR library
= Venerable project

= Code Style

= But also a lot more

= Works at lexical analysis level




PHP_CodeSniffer 9w

= Hands on

blacksun@blacksun-laptop:/demos phpcs test phpecs. php
t phpcs. php

AND 0 WARNING(S) AFFECTING 7 LINE(S)

ERROR Missing file omment
ERROR Multi-line fu on call not indented correctly; expected
fo

5 but
ERROR ‘hegis of a multi-line function call must be

ERROR Missing func :

ERROR Line indent ' cly: ex S spac found
ERROR ine inden L n¢ ly; e ter ; ¢ found
ERROR ( i I i nde ' ; B2X ] sp: , fTound 4

7
7
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PHP CodeSniffer _Sqow

= Sniffs

o Classes that detect Violations
- One or more type per class

= Grouped in folders by subject:
- Commenting, Formatting, WhiteSpace
- Files, ControlStructures, Strings
* Functions, Classes, NamingConventions
- CodeAnalysis, Metrics
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PHP CodeSniffer #_,50}6,2056’

= Standards
= Sets of Sniffs that define your coding style

° Installed:
- PEAR,
= Generic,
= Zend¥,
= Squiz, MySource




PHP CodeSniffer 1.3 S Qfﬁﬁ'

= Rulesets XML!

<ruleset name="MyPEAR'>
<description>A variation of the PEAR coding standard.</description>
<!-- Include some additional sniffs from the Generic standard -->
<rule ref="Generic.Functions.FunctionCallArgumentSpacing"/>
<message>Please review spacing in function ‘%s’</message>
</rule>
<rule ref="Generic.NamingConventions.UpperCaseConstantName" />
<!-- Lines can be 90 chars long, but never show errors -->
<rule ref="Generic.Files.LineLength'>
<properties>
<property name="lineLimit" value="90"/>
<property name="absoluteLineLimit" value="0"/>
</properties>
</rule>
<!- Not so important for us -->
<rule ref="Generic.PHP.DisallowShortOpenTag'>
<severity>2</severity>
</rule>
</ruleset>




Inside PHP_CodeSniffer fSé}G&‘,;JF

= Sniff class main methods
= register()
- Make the sniff a listener for the declared tokens

= process(sphpcsFile, sstackPtr)

- Called by the file during parsing when a declared token is
found

= File
= Represents a parsed file
© Holds the tokens structure and offers convenience
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Inside PHP CodeSniffer fg%ﬁoﬁf

= Life of a Sniff
DisallowMultipleStatementsSniff

<?php
echo Sy;
$x = 10; echo Sy;

for ($i = 1; $i < $length; S$i++) {
|x|

echo ;
}
echo $x;
Sy = 2;;
Sthis->wizardid = 10; $this->paint(); echo 'x';
?2>




Inside PHP CodeSniffer fsqgéaf

= Life of a Sniff
DisallowMultipleStatementsSniff

public function register ()

{

return array (T _SEMICOLON) ;

}

public function process ($SphpcsFile, $stackPtr)

{
[..]
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= Life of a Sniff
DisallowMultipleStatementsSniff

<?php
echo Sy;
$x = 10; echo Sy;

for ($i = 1; $i < $length; S$i++) {
|x|

echo ;
}
echo $x;
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?2>
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Inside PHP CodeSniffer fg%ﬁoﬁf

= Life of a Sniff
DisallowMultipleStatementsSniff

<?php
echo Sy;
$x = 10; echo Sy;

for ($i = 1; $i || $length; S$i++) {
echo 'x';

} SstackPtr

echo $x;

Sy = 2;;

Sthis->wizardid = 10; $this->paint(); echo 'x';
?>




Inside PHP CodeSniffer fsqgéaf

= Life of a Sniff
DisallowMultipleStatementsSniff

public function register ()

{

return array (T _SEMICOLON) ;

}

public function process($SphpcsFile, $stackPtr)
{
Stokens = $phpcsFile->getTokens () ;
Sprevious = $phpcsFile->findPrevious(..);

if (Sprevious === false) {
return;

}




Inside PHP CodeSniffer fsqgéaf

= Life of a Sniff (2)

[..]
if ($tokens[$owner]['code'] === T FOR) {
return;

if (Stokens[$previous]['line'] === $tokens[$stackPtr]['line']) ({
Serror = 'Each PHP statement must be on a line by itself’';
SphpcsFile->addError (Serror, $stackPtr);
return;




PHP CodeSniffer #_,50}6&;;5?

= At SQLI we have some framework standards
= Zend Framework
= Based on Thomas Weidner work
= Symfony
* In collaboration with Fabien Potencier

= Waiting for a serious release after 1.3 release




PHP CodeSniffer ﬁﬁwP

= At SQOLI we have some framework standards

= Zend Framework
- Based on Thomas Weidner work
= Symfony
* In collaboration with Fabien Potencier

= Waiting for a serious release after 1.3 release
= That’s nice, but...

= Where are the standards for the other tools ?
© |'ld expect a Drupal, Wordpress, Cake official standard




PHP CodeSniffer _Sqow

= How far a standard can go in detection ?




PHP CodeSniffer #_,50}6&;;5?

= How far a standard can go in detection ?

* |nterestingly far for generic PHP Code




PHP CodeSniffer 50} o3

= How far a standard can go in detection ?

= |Interestingly far for generic PHP Code

= Very far if you know your tool’s structure

= Imagine for example forcing PHP alternative syntax in
Symfony views...

= Or checking for escaping in Zend Views !




PHP Depend #,Sé}ﬁ 3

ROUP
= By Manuel Pichler

= Functional port of JDepend
= OO0 design analysis
= Metrics visualisation
= Dependency analyzer

= Works at the syntactic analysis level




PHP Depend s

= How it works

= PHP_Depend first makes an AST off your code
= A «personal » one, made by PHP objects
= ASTComment, ASTClosure, ASTEvalExpression, ...

= This is made by the Builder/Parser component
= Using PHP Reflection




PHP_Depend S
= How it works (2)

= Then PHP_Depend can answer questions by
« visiting » the AST
= Task of Metrics Analyzers, that extend AbstractVisitor

= 10C, the visitor decides what to do according to AST
Class : visitMethod, visitForStatement(), ...

= Analyzers can fire listeners during analyze() call

- To get ongoing informations about the visit process




PHP Depend

= What it gives:
The Abstraction/Instability graph

=
[
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PHP Depend _Sqow

= What it gives:
The Abstraction/Instability graph




PHP Depend _Sqow

= What it gives:
The Pyramid !!

14

131

956 NOM v & k&)
10278|2135 CALLS B X x|
1813|988 FANOUT

Average i Generated by PHP_Depend




PHPMD _Sqker

= By Manuel Pichler

= Detects rules violations
= Analog to PHP_Codesniffer

= Works at syntactic analysis level
= Actually on the same AST

-~ Depends on PHP_Depend




PHPMD _Sqher

What it gives:

Code Size Rules
= complexities, lengths, too many, ...

Design Rules

= 00, exit, eval

Naming Rules

= Too short/long identifiers, old constructors, ...
Unused Code Rules




phploc __,_,S%oa'ﬁ’

= By Sebastian Bergmann

= Simple tool to give basic metrics
= Fast, direct to the goal

= Works mostly on lexical level
= But use bytekit for ELOC if it can




phpcpd #,Sqﬁgoﬁ?
= By Sebastian Bergmann

= Simple tool to detect duplicated code

= Works at lexical analysis level

= Use the tokenizer to minimize differences
- Comments, whitespaces, ...

= Takes a minimum number of lines and tokens




vld #,,S%oa'ﬁ’

= Vulcan Logic Disassembler
= By Derick Rethans

= Works at bytecode level
= Shows generated bytecodes
= Calculates possible paths (CFG)
= Find unreachable code

= Could be used for code coverage path metrics




d.active=1l -dvld.dump paths=1 -dvld.sav

/media/sd.

function name: (null)

number of ops: 8

none

NOP
EXT STMT
ZEND INIT STATIC METHOD CALL
EXT_ FCALL BEGIN
DO _FCALL BY NAME
EXT FCALL_END

> RETURN

S

i

)]

17

-

branch: # 0; line:

rath #1: 0,




vld B Séjgﬁoa?

u O U t p U t file Imediafsdal/tests/test_vid2.php

class MyTest




Byt e k it e SqGRO'I:JF
= By Stefan Esser (SektionEins)

= Works at ... bytecode level
= Similar to vid
= Exposes opcodes to a PHP array
= bytekit_disassemble_file(sfilename)

= Can be used directly for a custom script




Bytekit B %oﬁf

CFG visualisation

LER ~1 !0,
_STMT
JMPZNEZ

00000812
00000809

0000080c

0000080£

00000811
811




Byteklt-C].l Sq RoUP

= By Sebastian Bergmann

= PHP Interface to use bytekit to spot violation rules
o |nitial state

* Implemented rules:

= Check for disallowed opcodes (example eval, exit)

= Check for direct output of variables




Padawan ;,S%oa'ﬁ’

» By Florian Anderiasch

» Focus on anti-pattern detection
= alpha (?)

= Works on syntactic analysis level
= Based on PHC (PHP compiler)
= Use an XML dump of the AST PHC generates
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Padawan ;,S%oa'ﬁ’

* |nteresting approach
= Rules are fairly simple to write

= Already many interesting tests :

- Empty constructs (if, else, try,..), unsafe typecasts, loop
repeated calls, unused keys in foreach, ...

= PHC not easy to install

= Risk on PHC manteinance




Phantm __,_,S%oa“ﬁ'

= By Etienne Kneuss

» Highly experimental
= Severe limitation on PHP dynamic features
= False positives

= Works on syntax analysis level
= Based on Java tools (Jflex, CUP, Scala)

= Reports violations

= Non top-level declarations, call-time pass-by-ref, nontrivial
include calls, assign in conditional, ...

= Exploring Type Flow Analysis




Conclusion SqGROUP

= Use the right tool for the right job

= Coding style is better analysed at the lexical level

= OO design is better viewed after syntactic analyses

= Unreachable code after bytecoding

= Contribute'!

= Plenty of things still to implement
- Easy to have new ideas
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Restitution ;,Sﬂé‘,oaﬁ’

= Once all thisis collected what to do with it ?

= At least, show it in a suitable form

= At best, integrate this in your Cl system




phpUnderControl _Sqow

= By Manuel Pichler

= Clfor PHP

= Based on CruiseControl

= Integrates natively various tools :
= PHPUnit (+XDebug for code coverage),

o PHP_CodeSniffer
- PHPDocumentor




phpUnderControl _Sqow

= What it gives : metrics graphs

€« C® A% [l http://192.168.13.13:8080/buildresults/phpUnderControl?tab=metrics ﬂ‘-f| > | | ‘.]
hpUnderControl FLokacy S waiting for next time to build since
il i oV 2008 150342

Overview Tests XML Log File Coverage Documentation CodeSniffer PHPUNit PMD

Project Metric Summary
Number of Build Attempts
Number of Broken Builds

Nur S sful Builds

Breakdown of build types Breakdown of build timeline
T

Unit Tests

@Failures

ohpunit .de



phpUnderControl

= What it gives : report lists

« € % & ¥ B http//192.166.13.13:8080/buldresults/phpUnderControlitab=pmd

[*)

phpUnderControl

Project:

waiting for next time to build since
01/20/2008 16.06:43

Overview Tests ML Log File

PHPUnit PMD Summary

Metrics Coverage Documentation CodeSniffer

solelnput.php (9)
T AP i

figArtifactsPublish,
(%] The




phpUnderControl

= What it gives : PHPCodeBrowser

phpUnderControl

Project: Build:
e - waiting for next time to buid since
php-under-control |8 More builds 2009-12-06T13:53:18

progress: 2009-12-06713:53:18 next bu

in § minu

Metrics Coverage  [NGOUEROWSERN Documentation | CodeSniffer

¥4 Code Browser
| Math.php ( 34E | IN )

PHPUnit PMD

type of error severity
rsion not specified c tyle warning

-ategory tag in file comment

S9010U/510L3

ategory tag in class comment

omment for "$v

comment

) { Checkstyle
found for (...)\n { Checkstyle
found "for ( Checkstyle

after opening parenthesis of function

a
call prohibited

§ for g the: of function
call prohibited

d “foreach (...) {\n"; found “forea ! ckstyle

found "if (..)\n kstyle

Checkstyle error




Arbit #,50} 3

= By Qafoo (with Manuel Pichler)

= Basically a project multi-services tool
= Ticketing system
= Repository browser
= Continuous integration

= As Manuel is in it, some graphical
presentations are unique for this tool




Arbit B qgﬁoﬁﬁ'

= What it gives : more metrics graphs

(@
f;rl.b?1 Arbit - project tracking

Continious Integration

Bulld timeline

30 0301 62.11 .11 O 31t 3 T R T T T TF R Ty ¥

@®cm Ci @Comments




Arbit _$9

= What it gives : PHP_Depend overview

e Fr [lais &

Ll

Arbit - project tracking

Project classes

Importance by: Comment lines of code Overview pyr

metr

aize
waart Linem of code

L

[




Arbit

= What it gives : Annotate

aquest- =path,

= smateh['id"];

d sources

lzr#real

guote', fauthMac




Plugins Sonar for PHP quGROJF

= Byme©
= Really by the Java gquys at SQLI
= Frédéric Leroy, Akram Ben Aissi, Jérome Tama

= Sonar is the state of the art for Open Source QA
Reporting in Java
= Thought for multilanguage

= Can easely integrate all PHP reportings ported from
Java tools

= Junit => PHPUnit
-~ JDepend => PHPDepend




Plugins Sonar for PHP fsqgéﬁ

= Ok, not always so easely
= CheckStyle is not PHP_CodeSniffer
= Formats are not identical
= Multi-language doesn’t mean no work to add one

* First release on May 2010
= 0.2 Alpha state, but workable
= Easytoinstall : give it a try!
= Last version demo : sonar-php.sqli.com




Plugins Sonar for PHP f,qR@F

Dashboard

Sonar - Rejectsv2 +
¢ = &

Home Configuration Login &= £

LT Lines of code : Complexity

drilldown 968

e machine .
lin

Hotsp
Comments

sonar

Code coverage Test success

13 7% 100 0%

Rules compliance

58.0%

Rel

Info

http:/flocalhost: 9000fdrl||down,'\.'|0|at\0nsf1"ﬁ\ter cate



Plugins Sonar for PHP

= Components : treemaps

3 o
sonar  sshudson

I8 phpMyAdmin

Mame

Cloud

ol PHPE

Build time

Build time

100.0

100.0

Configuration Login !_;_1#

Lin

Links

Lines of code

Comments




Plugins Sonar for PHP _$Jgw

= Time machine

Home [E Apache Tomcat

SQALE
Timeline

sonar
2 200 7| 2010-10-04
Alert Orange | Version 6.0.x | Version 6.x

Documentation




Plugins Sonar for PHP QLR;UP

Hotspots

Sonar - Rejects\v2 +
FE™ A P

Home Configuration Login l;! F-3

Components Reégles les moins resp es priorité i Les moins resp X des régles
violations drilldown i MIS AUTH(
Tim

Les API les moins documentées

Aucune m




Plugins Sonar for PHP

= Violations

Sonar - Rejectsv2
fe™ M= W

Configuration

Path: Any p ity

default.controllers.IndexController

Aucun fitre
laucun fitre
MAJOR (5)

uthor st manquant dans lee neme

ller_ketion {
=d §_oldent = mull:

T MISSING VARIABLE COMMENT : e variable manquant

function init() {
TION COMMENT : Commentaire de fonction manguant

& Administrator s Log out o &




Plugins Sonar for PHP QLR;UP

= Editing Code Profile

Any \ny \ny ] Search
PHP CHECKSTYLE ke
PHP PMD

Category

Minor Al T
Minor
Blo

Major

Major
Minor bility

2 Maintainability

Major
Blocke

Major E

Minor
Info_




Conclusion ;,S%oa'ﬁ’

= Sonar really goes further
= Best integrates with Hudson

= Stillis java...
= But SonarSource really cooperates

= How to interact with phpUnderControl, Arbit ?

= (actually our solution — PIC PHP SQLI- is based on
phpUC + Sonar)




